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CHAPTER 172

_______________

CONSUMER AND COMMERCIAL TRANSACTIONS
_______________

HOUSE BILL 08-1178

BY REPRESENTATIVE(S) Carroll M., Gagliardi, Soper, Benefield, Borodkin, Buescher, Carroll T., Casso, Ferrandino, Fischer,

Frangas, Hodge, Jahn, Kefalas, Kerr A., Madden, Marostica, Marshall, Peniston, Pommer, Primavera, Rice, Rose, Scanlan, Solano,

Stafford, Todd, and Merrifield;

also SENATOR(S) Hagedorn, Bacon, Gibbs, Groff, Isgar, Sandoval, Shaffer, Tupa, Veiga, and Williams.

AN ACT

CONCERNING THE REGULATION OF COM M ERCIAL ELECTRONIC M AIL M ESSAGES TO THE M AXIM UM

EXTENT PERM ISSIBLE UNDER FEDERAL LAW , AND, IN CONNECTION THEREW ITH, ENACTING THE

"SPAM  REDUCTION ACT OF 2008".
 

Be it enacted by the General Assembly of the State of Colorado:

SECTION 1.  Part 7 of article 1 of title 6, Colorado Revised Statutes, is amended
BY THE ADDITION OF A NEW SECTION to read:

6-1-702.5.  Commercial electronic mail messages - deceptive trade practice
- remedies - definitions - short title - legislative declaration.  (1)  THIS SECTION

SHALL BE KNOWN AND MAY BE CITED AS THE "SPAM REDUCTION ACT OF 2008".

(2)  A PERSON ENGAGES IN A DECEPTIVE TRADE PRACTICE WHEN, IN THE COURSE

OF SUCH PERSON'S BUSINESS, VOCATION, OR OCCUPATION, SUCH PERSON:

(a)  VIOLATES ANY PROVISION OF THE FEDERAL "CONTROLLING THE ASSAULT OF

NON-SOLICITED PORNOGRAPHY AND MARKETING ('CAN-SPAM') ACT OF 2003", 15
U.S.C. SECS. 7701 TO 7713, OR ANY RULE PROMULGATED UNDER THE FEDERAL ACT

THAT CAN BE ENFORCED BY STATES OR PROVIDERS OF INTERNET ACCESS SERVICE

PURSUANT TO 15 U.S.C. SEC. 7706 (f) OR (g);

(b)  KNOWINGLY FAILS TO DISCLOSE THE ACTUAL POINT-OF-ORIGIN ELECTRONIC

MAIL ADDRESS OF A COMMERCIAL ELECTRONIC MAIL MESSAGE IN ORDER TO MISLEAD

OR DECEIVE THE RECIPIENT AS TO THE SOURCE OR SENDER OF THE MESSAGE;

(c)  KNOWINGLY FALSIFIES ELECTRONIC MAIL TRANSMISSION INFORMATION OR
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OTHER ROUTING INFORMATION FOR A COMMERCIAL ELECTRONIC MAIL MESSAGE IN

ORDER TO MISLEAD OR DECEIVE THE RECIPIENT AS TO THE SOURCE OR SENDER OF

THE MESSAGE;

(d)  KNOWINGLY USES A THIRD PARTY'S INTERNET ADDRESS OR DOMAIN NAME

WITHOUT THE THIRD PARTY'S CONSENT FOR THE PURPOSES OF TRANSMITTING A

COMMERCIAL ELECTRONIC MAIL MESSAGE; OR

(e)  KNOWINGLY SENDS A COMMERCIAL ELECTRONIC MAIL MESSAGE TO ANY

PERSON THAT HAS PREVIOUSLY GIVEN THE SENDER A DO-NOT-EMAIL DIRECTIVE

UNDER 15 U.S.C. SEC. 7704 (a) (3) (A) OR PROVIDES THE ELECTRONIC MAIL

ADDRESS OF ANY SUCH PERSON TO A THIRD PARTY FOR THE PURPOSE OF ENABLING

THE THIRD PARTY TO SEND A COMMERCIAL ELECTRONIC MAIL MESSAGE, OTHER THAN

PURSUANT TO AFFIRMATIVE CONSENT, TO THAT ELECTRONIC MAIL ADDRESS.

(3)  AS USED IN THIS SECTION:

(a)  "AFFIRMATIVE CONSENT" HAS THE SAME MEANING AS SET FORTH IN 15 U.S.C.
SEC. 7702.

(b)  "COMMERCIAL ELECTRONIC MAIL MESSAGE" HAS THE SAME MEANING AS SET

FORTH IN 15 U.S.C. SEC. 7702.

(c)  "ELECTRONIC MAIL SERVICE PROVIDER" MEANS A PROVIDER OF INTERNET

ACCESS SERVICE, AS DEFINED IN 47 U.S.C. SEC. 231.

(d)  "SENDER" HAS THE SAME MEANING AS SET FORTH IN 15 U.S.C. SEC. 7702.

(4) (a)  IN THE CASE OF ANY VIOLATION OF THIS SECTION, AN ELECTRONIC MAIL

SERVICE PROVIDER WHOSE NETWORK OR FACILITIES WERE USED IN THE

TRANSMISSION OR ATTEMPTED TRANSMISSION OF A COMMERCIAL ELECTRONIC MAIL

MESSAGE MAY FILE A CIVIL ACTION IN A COURT OF COMPETENT JURISDICTION AND

MAY, UPON PROOF OF SUCH VIOLATION, RECOVER SUCH SUMS AS ARE ALLOWED

UNDER THIS SUBSECTION (4).

(b) (I)  IN ANY SUCH ACTION, IF THE ELECTRONIC MAIL SERVICE PROVIDER

PREVAILS, THE PROVIDER SHALL BE ENTITLED TO ACTUAL DAMAGES.  UPON A

SHOWING THAT THE SENDER OF A COMMERCIAL ELECTRONIC MAIL MESSAGE

VIOLATED ANY PROVISION OF THIS SECTION, WHETHER OR NOT THE VIOLATION

RESULTED IN A FINANCIAL LOSS OR INJURY, THE ELECTRONIC MAIL SERVICE

PROVIDER MAY RECOVER ATTORNEY FEES AND COSTS.

(II)  IN ANY SUCH ACTION, IF THE ELECTRONIC MAIL SERVICE PROVIDER PREVAILS,
THE PROVIDER IS ALSO ENTITLED TO RECOVER, AS PART OF THE JUDGMENT,
STATUTORY DAMAGES IN THE AMOUNT OF ONE THOUSAND DOLLARS FOR EACH

COMMERCIAL ELECTRONIC MAIL MESSAGE TRANSMITTED IN VIOLATION OF THIS

SECTION; EXCEPT THAT THE TOTAL AMOUNT OF STATUTORY DAMAGES AWARDED

AGAINST A SINGLE DEFENDANT BASED ON ONE TRANSACTION OR OCCURRENCE

SHALL NOT EXCEED TEN MILLION DOLLARS.

(c)  THE REMEDIES, DUTIES, PROHIBITIONS, AND PENALTIES OF THIS SUBSECTION
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(4) ARE NOT EXCLUSIVE AND ARE IN ADDITION TO ALL OTHER CAUSES OF ACTION,
REMEDIES, AND PENALTIES PROVIDED BY LAW.

(d)  AT THE REQUEST OF ANY PARTY TO AN ACTION BROUGHT PURSUANT TO THIS

SUBSECTION (4), THE COURT MAY, IN ITS DISCRETION, CONDUCT ALL LEGAL

PROCEEDINGS IN SUCH A WAY AS TO PROTECT THE SECRECY AND SECURITY OF ANY

COMPUTER, COMPUTER NETWORK, COMPUTER DATA, OR COMPUTER SOFTWARE

INVOLVED IN ORDER TO PREVENT POSSIBLE RECURRENCE OF THE SAME OR SIMILAR

CONDUCT BY ANOTHER PERSON AND TO PROTECT THE TRADE SECRETS OF ANY

PARTY.

(e)  ELECTRONIC MAIL SERVICE PROVIDERS THAT ADOPT AND IMPLEMENT TERMS,
CONDITIONS, OR TECHNICAL MEASURES IN GOOD FAITH TO PREVENT OR PROHIBIT THE

ORIGINATION OR TRANSMISSION OF COMMERCIAL ELECTRONIC MAIL MESSAGES IN

VIOLATION OF THIS SECTION SHALL BE IMMUNE FROM CIVIL LIABILITY FOR ANY SUCH

ACTIONS, AND NO PROVISION OF THIS SECTION SHALL BE CONSTRUED TO CREATE ANY

LIABILITY FOR SUCH ACTIONS.

(f)  NO ELECTRONIC MAIL SERVICE PROVIDER SHALL BE LIABLE FOR THE MERE

TRANSMISSION OF COMMERCIAL ELECTRONIC MAIL MESSAGES OVER THE PROVIDER'S
COMPUTER NETWORK OR FACILITIES.

(g)  THIS SECTION SHALL NOT BE CONSTRUED TO REQUIRE ANY ELECTRONIC MAIL

SERVICE PROVIDER TO CARRY OR DELIVER ANY ELECTRONIC MAIL MERELY BECAUSE

A SENDER COMPLIES WITH THE PROVISIONS OF THIS SECTION.

(h)  THIS SECTION SHALL APPLY WHEN A COMMERCIAL ELECTRONIC MAIL MESSAGE

IS SENT TO A COMPUTER LOCATED IN COLORADO OR TO AN ELECTRONIC MAIL

ADDRESS THAT THE SENDER KNOWS, OR HAS REASON TO KNOW, IS HELD BY A

COLORADO RESIDENT.

(5) (a)  THE ATTORNEY GENERAL IS HEREBY SPECIFICALLY AUTHORIZED TO TAKE

ALL ACTIONS AND INVOKE ALL REMEDIES AUTHORIZED UNDER 15 U.S.C. SEC. 7706
(f) TO ENFORCE THIS SECTION.  SUCH ACTIONS AND REMEDIES ARE NOT EXCLUSIVE

AND ARE IN ADDITION TO ALL OTHER CAUSES OF ACTION, REMEDIES, AND PENALTIES

PROVIDED BY THIS ARTICLE AND ANY OTHER STATE OR FEDERAL LAW.

(b)  THE ATTORNEY GENERAL IS ENCOURAGED TO AND MAY, IN HIS OR HER

DISCRETION, COOPERATE WITH AN ELECTRONIC MAIL SERVICE PROVIDER IN AN

ACTION BY SUCH PROVIDER UNDER 15 U.S.C. SEC. 7706 (g).

(6)  THE GENERAL ASSEMBLY:

(a)  FINDS THAT ALL VIOLATIONS OF THE FEDERAL "CAN-SPAM ACT OF 2003"
ARE INHERENTLY FALSE AND DECEPTIVE;

(b)  DETERMINES THAT FALSITY AND DECEPTION IN ANY PORTION OF A

COMMERCIAL ELECTRONIC MAIL MESSAGE OR AN ATTACHMENT THERETO HARMS

COLORADO CONSUMERS AND THREATENS COLORADO'S ECONOMY; AND

(c)  DECLARES THAT THE INTENT OF THIS SECTION AND OF SECTION 18-5-308,
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C.R.S., IS TO EXERCISE STATE AUTHORITY IN A MANNER CONSISTENT WITH, AND TO

THE MAXIMUM EXTENT PERMISSIBLE UNDER, THE FEDERAL PREEMPTION PROVISIONS

OF 15 U.S.C. SEC. 7707 (b).

SECTION 2.  Part 3 of article 5 of title 18, Colorado Revised Statutes, is
amended BY THE ADDITION OF A NEW SECTION to read:

18-5-308.  Electronic mail fraud.  (1)  A PERSON COMMITS ELECTRONIC MAIL

FRAUD IF HE OR SHE VIOLATES ANY PROVISION OF 18 U.S.C. SEC. 1037 (a).

(2)  THIS SECTION SHALL NOT APPLY TO A PROVIDER OF INTERNET ACCESS

SERVICE, AS DEFINED IN 47 U.S.C. SEC. 231, WHO DOES NOT INITIATE THE

COMMERCIAL ELECTRONIC MAIL MESSAGE.

(3)  ELECTRONIC MAIL FRAUD IS A CLASS 2 MISDEMEANOR; EXCEPT THAT A

SECOND OR SUBSEQUENT OFFENSE WITHIN TWO YEARS IS A CLASS 1 MISDEMEANOR.

SECTION 3.  Repeal.  Article 2.5 of title 6, Colorado Revised Statutes, is
repealed.

SECTION 4.  13-6-105 (1) (f), Colorado Revised Statutes, is amended to read:

13-6-105.  Specific limits on civil jurisdiction.  (1)  The county court shall have
no civil jurisdiction except that specifically conferred upon it by law.  In particular,
it shall have no jurisdiction over the following matters:

(f)  Original proceedings for the issuance of injunctions, except as provided in
section 13-6-104 (5), except as required to enforce restrictive covenants on
residential property and to enforce the provisions of article 2.5 of title 6 SECTION

6-1-702.5 C.R.S., and except as otherwise specifically authorized in this article or,
if there is no authorization, by rule of the Colorado supreme court.

SECTION 5.  13-6-403 (2) (h) (II), Colorado Revised Statutes, is amended to
read:

13-6-403.  Jurisdiction of small claims court - limitations.  (2)  The small
claims court shall have no jurisdiction except that specifically conferred upon it by
law.  In particular, it shall have no jurisdiction over the following matters:

(h)  Actions involving injunctive relief, except as required to:

(II)  Enforce the provisions of article 2.5 of title 6 SECTION 6-1-702.5, C.R.S.;

SECTION 6.  Severability.  If any provision of this act or the application thereof
to any person or circumstances is held invalid, such invalidity shall not affect other
provisions or applications of the act which can be given effect without the invalid
provision or application, and to this end the provisions of this act are declared to be
severable.

SECTION 7.  Effective date - applicability.  (1)  This act shall take effect at
12:01 a.m. on the day following the expiration of the ninety-day period after final
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adjournment of the general assembly that is allowed for submitting a referendum
petition pursuant to article V, section 1 (3) of the state constitution, (August 6, 2008,
if adjournment sine die is on May 7, 2008); except that, if a referendum petition is
filed against this act or an item, section, or part of this act within such period, then
the act, item, section, or part, if approved by the people, shall take effect on the date
of the official declaration of the vote thereon by proclamation of the governor.

(2)  The provisions of this act shall apply to commercial electronic mail messages
sent on or after the applicable effective date of this act.

Approved: April 23, 2008


